






























































INTERNET OF THINGS TECHNOLOGY (18CS81) 

MODULE 5 

 

1. Write a note on DS18B20 temperature sensor. 

Answer: 
 

 The DS18B20 is a 1-wire programmable Temperature sensor from maxim integrated. 

It is widely used to measure temperature in hard environments like in chemical 

solutions, mines or soil etc.

 It can measure a wide range of temperature from-55°C to +125°with a decent 

accuracy of±5°C.

 Each sensor has a unique address and requires only one pin of the MCU to transfer 

data so it a very good choice for measuring temperature at multiple points without 

compromising much of your digital pins on the microcontroller.

 Applications of DB18B20 are

o Measuring temperature at hard environments. 

o Liquid temperature measurement. 

o Applications where temperature has to be measured at multiple points. 

 Pin Configuration:
 

PinName Description 

Ground Connect to the ground of the circuit 

Vcc Powers the Sensor, can be3.3V or 5V 

Data This pin gives output the temperature 

value which can be read using 1-wire 
method 

 

2. With a neat diagram, explain a four layered architecture of a 

smart city IoT Infrastructure. 

Answer: 
 

 A smart city IoT infrastructure is a four-layered architecture.

 Data flows from devices at the street layer to the city network layer and connect to the 

data center layer, where the data is aggregated, normalized, and virtualized .

 The data center layer provides information to the services layer, which consists of the 

applications that provide services to the city.

 In smart cities, multiple services may use IoTsolutions for many different purposes. 

These services may use different IoTsolutions, with different protocols and different 

application languages.
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 Street Layer:

o The street layer is composed of devices and sensors that collect data and take 
action based on instructions from the overall solution, as well as the 
networking components needed to aggregate and collect data. 

o A sensor is a data source that generates data required to understand the 
physical world. Sensor devices are able to detect and measure events in the 
physical world. 

o ICT connectivity solutions rely on sensors to collect the data from the world 
around them so that it can be analyzed and used to operationalise use cases for 
cities. 

 City Layer:

o At the city layer, which is above the street layer, network routers and switches 
must be deployed to match the size of city data that needs to be transported. 

o This layer aggregates all data collected by sensors and the end-node network 
into a single transport network. 

o The city layer may appear to be a simple transport layer between the edge 
devices and the data center or the Internet. 

o In this model, at least two paths exist from any aggregation switch to the data 
center layer. A common protocol used to ensure this resiliency is Resilient 
Ethernet Protocol (REP). 

 Data Center Layer:

o Data collected from the sensors is sent to a data center, where it can be 
processed and correlated. 
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o Based on this processing of data, meaningful information and trends can be 
derived, and information can be provided back. 

o The cloud model is the chief means of delivering storage, virtualization, 
adaptability, and the analytics know-how that city governments require for the 
technological mashup and synergy of information embodied in a smart city. 

o The cloud enables data analytics to be taken to server farms with large and 
extensible processing capabilities. 

 Service Layer

o The true value of ICT connectivity comes from the services that the measured 
data can provide to different users operating within a city. 

o Smart city applications can provide value to and visibility for a variety of user 
types, including city operators, citizens, and law enforcement. 

o The collected data should be visualized according to the specific needs of each 
consumer of that data and the particular user experience requirements and 
individual use cases. 

3. Write a note on Smart City Security Architecture. 
Answer: 

 A serious concern of most smart cities and their citizens is data security.

 Vast quantities of sensitive information are being shared at all times in a layered, real- 
time architecture, and cities have a duty to protect their citizens’ data from 
unauthorized access, collection, and tampering.

 Security protocols should authenticate the various components and protect data 
transport throughout.

 The street level, sensors should have their own security protocols.

 Common element for security on network layer are

o Firewall 

o VLAN(Virtual Local Area Network) 

o Encryption 
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